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LOUISVILLE, KENTULCKY

OFFICE OF INTERNAL AUDIT

JERRY E. ABRAMSON RON WESTOMN
MATOR FRESIDENT, METRO COUNCIL

Transmittal Letter

May 19, 2003

The Honorable Jerry E. Abramson
Mayor of Louisville Metro
Louiaville Metro Tall

Re:  Attached Audit of the Inspections, Permits and Licenses Public Protection
DMvision

Scope and Opinion

We have examined the operating records and procedures of the former Jefferson
County Public Protection Division. The Metro Department of Inspections, Permits and
Licenses (IPL) now administers this division. The primary focus of the audit was the
operational and fiscal administration of the activity,

As a part of our examination, we performed an evaluation of the internal control
structure.  Our examination was conducted in accordance with Generally Accepted
Government Auditing Standards (1994 Revision), issued by the Comptroller General of
the United States; with the Standards for the Professional Practice of Internal Auditing
issued by the Institute of Internal Auditors: and Generally Accepted Auditing Standards
to the extent we considerad necessary to evaluate the system.,

The objective of intemal control is to provide reasonable, but not absolute,

assurance regarding the achievement of ohjectives in the following categories:

= Effectiveness and efficiency of operations

= Reliability of financial reporting

* Compliance with applicable laws and regulations

e Safepuarding of assets
There are inherent limitations in any system of internal control. Errors may result from
misunderstanding of instructions, mistakes of judgment, carelessness, or other personnel

factors. Some controls may be circumvented by collusion. Similardy, management may
cireumvent control procedures by administrative oversight.
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The operating procedures associated with Public Protection Division were
reviewed through inferviews with key personnel.  The operational and fiscal
administration of activity was reviewed. The specific topics reviewed included the
following:

+  Revenue Management

¢  General Administration

* Alcoholic Beverage Control
= Escort Bureau

*  Armed Security

s Charitable Solicitation

*  Adult Entertainment

The scope and methodology of the areas reviewed will be addressed in the Observations
and Recommendations section of this report. Our examination would not reveal all
weaknesses becanse it was based on selective review of data.

The internal control rating for zach area reviewed is on page 5. These ratings
quantify our opinion regarding the internal controls used in managing the activity and
identify areas requiring cotrective action.

It 18 our opinion that the overall internal control structere for the Public Protection
Division is weak, There were some specific problems that indicate the intemal control
striscture could be more effective, Examples of the problems include the following,

= Poor cash management and inadequate safepuarding of assets. Funds are not properly
secured and may be held for extended periods before deposits are made.

= Monitoring and reconciliation of revenue activity is inadequate.  This lack of
oversight does not adequately protect the revenue and weakens the reliability of the
financial staterments,

* Files do not contain sufficient documentation to ensure that pavments adhere to
requirements. The format of files does not provide adequate detml to verify that the
correct amounts are paid. This weakens the reliability of records and the financial
statements.

* The licensee files are not managed adequately. Information is often incomplete or
migsing. This hampers the efficiency and effectiveness of information management,
as well as, weakens the reliability of records.

» Functional operating policies and procedures are not provided for staff.  This may
lead to inconsistencies in administration and management of activities.

The Department of Inspections, Permits and Licenses has proactively assessed the Public
Protection Division operations and implemented several new policies and procedures that
should address many of the concermns noted in this audit report. The implementation of
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the recommendations in this report will help improve the internal control structure and
cffectiveness of activity administered by the Public Protection Division.

Michael §. Némg, ClA

Chief Audit Executive

(L Louisville Metro Council Andit Commities
Louisville Metro Council Members
Deputy Mayors
Secretary of the Cabinet for Public Works and Services
Director of Inspections, Permits and Licenses
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Iniroduction

The Public Protection Division has the administrative responsibility for issuing

licenses for certain businesses and employees, along with providing related identification
cards. This involves determining eligibility based on applicable requirements and
monitoring violations. Public Protection conducts administrative court to enforce laws
relating to Alcoholic Bewverage Control.  The following ere the specific topics
administered by the Public Protection Division:

Adult Entertainment Licensing. Jefferson County Ordinance Chapter 111 repulates
licensing requirements for adult entertainment establishments and their employees.
This requires Public Protection to administer the licensing and renewals of applicants,
receive licensing fees, and issue work identification cards upon approval.  Adult
entertainment establishment and employee licenses are valid from July 1 to June 30,
and license fees ranpe from $25 for employees to $1.000 for establishments.
Approximately $2,000 of revenue has been collected as of January 2003,

Aleoholic Beverage Control Licensing and Enforcement. Kentucky Revised
Statule Chapter 2435 and Jefferson County Ordinance Chapter 113 regulate licensing
requirements for establishments serving or selling aleoholic beverages. This requires
Public Protection to administer the licensing and renewals of applicants, receive
licensing fees, conduct administrative court for violators, and maintain a database of
violations, Alcoholic beverage contral licenses are valid from July 1 to June 30, and
fees range from 330 for a beer license to 51,400 for a liguor drink license.
Administrative court fines typically range from $100 to $1.000.  Approximately
$344,000 of revenue has been collected as of January 2003,

Armed Secority Licensing. Jefferson County Ordinance Chapter 124 regulates
licensing requirements for armed sccurity businesses and their employees. This
requires Public Protection to administer the licensing and renewals of applicants,
receive licensing fees, and issue work identification cards upon approval.  Armed
security company and employee licenses are valid for one vear from the issue date,
and license fees range from $10 for employees to $100 for agencies.  Approximately
£3,600 of revenue has been collected as of Tanuary 2003,

Charitable Solicitation Licensing. Jefferson County Ordinance Chapter 117
regulates licensing requirements for charitable solicitors.  This requires Public
Protection to administer the registrations and renewals of applicants, receive licensing
fecs. and review the financial reports of charitable crganizations, professional
fundraisers, and professional fundraising consultants. Charitable solicitation licenses
are valid from January 1 to December 31, and license fees ramge from 825 for
charitable organizations to $200 for professional fundraisers. Approximately $12,000
of revenue has been collected as of January 2003.

Escort Burean Licemsing. Jefferson County Ordinance Chapter 123 repulates
licensing requirements for escort bureaus and their employvees. This requires Public
Protection to administer the licensing and renewals of applicants, receive licensing
fees, and issue work identification cards upon approval. Escort bureau licenses are
valid from July 1 to June 30 with a fee of 35,000, and cscont employee licenses expire
every three vears on the employee’s birth date and are S100. Approximately $7,000
of revenue has been collected as of January 2003,
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The Public Protection Division operating budget is $424,200 for fiscal vear 2003,

This audit was requested by the Director of Inspections, Permits and Licenses.
S I Audit Resulis

I Curremnt it Rexults

See Observations and Recommendations section of this report.

1. Erior Audit Issues

The Office of Internal Audit has not conducted any reviews of the (former)
Teffersom County Public Protection Division.

1L Stavement of Andifi ar

Our audit was performed in accordance with Generally Accepted Government
Auditing Standards (1994 edition) issued by the Comptroller General of the United States
and with the Standards for the Professional Practice of [nternal Auditing {2001 edition)
iszued by the Institute of Tnternal Auoditors,

IV,  Statement of Intfernal Control

We conducted a formal study of the internal control structure in order to obiain a
sufficient understanding to support our final opinion.

Y. atement of lrregularities, Ileeal Acts, and Other Noncamplionee

Ohar examination did not disclose any instances of irregularities, any indications of
illegal acts, and nothing came to our attention during the examination that would indicate
evidence of such. Any significant instances of noncompliance with laws and regulations
are reported in the Observations and Recommendations section of this report.

YL Fiews of Responsible Officials

An exit conference was held at the Office of Internal Audit Administrative
Offices on April 16, 2003, Attending were William Schreck, Charles Diggs and Glenn
Smith representing the Department of Inspections, Permits and Licenses; Mike Norman
and Mark Doran representing Internal Audit. Final audit results were discussed.

The views of the Department of Inspections, Permits and Licenses officials are
included as responses in the Observations and Recommendations section of the report.

Inspections, Permits, and Licenses - Public Protection F&g\e'-’_DE
May 2003



Observations and Recommendations

Revenue Management

Seape

Key Public Protection persomnel were interviewed in order to review the
operational and fiscal administration of revenue and associated activity. This included
the processing, records management, and monitoring assoclated with receipts for
licensing fees, enforcement fines, and miscellaneous administrative fees.

Three Public Protection Division revenue deposits were judgmentally selected
i from the period of March 1, 2002 through January 31, 2003, The review consisted of

examining deposit transmittals, armored car receipts, and deposit tickets. The associated
receipts were verified 1o the financial system statements to determine the completeness,
mt;ac}', and appropriateness of the amounts processed. The following concems were
noted.

Observialions

There were some major problems noted with the management of revenue activity.
As a result, the internal comtrol structure is inadequate. Fxamples of the weaknesses
include the following,

*  Funds received are not adequately secured. This increases the risk of loss and creates
employee safety issues associated with holding funds. The following concems were
noted.

# Funds received may be held in the office for an extended period (e.g., several
weeks). This is poor cash management.

* As funds are collected. they are maintained inside a locked box or an unlocked
cash tray in a desk drawer.

# Funds being held for deposit are locked in a eabinet located in a closet. This
closet has an additional door. While some physical efforts have heen made 1o
secure the second entrance (e.g., cabinet partially blocks the door), it is not known
who may actually have access.

*  The Public Protection office also receives deposits from other unrelated departments.
These deposits are delivered to Public Protection so that the armored car service has a
single pickup station. There is not proper documentation of custody for these funds
and they are not adequately secured.

*  There is not sufficient monitoring of revenue activity, Deposits are not reconciled to
the source documents (e.g., license fee collections) or to the financial stalements,

s  Pre-numbered cash receipts are used during revenue transactions, however issuance
and use of these receipts is not monitored, This diminishes the effectiveness of this
contml.
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The Public Protection office charges miscellaneous fees for notary services and
copies of public records, The basiz of these fees has not been documented. An
opportunity exists for Public Protection to evaluate the appropriateness of the fees, as
well as the amounts charged.

Inspections, Permits and Licenses (IPL) has implemented new procedures intended to
improve revenue management. Public Protection staff now process activity using the
IPL permitting system and deposits are ultimately processed f 1 the IPL
administrative office. The associated processing changes are expected to improve the
activity, but may need to be refined to adequately address afl concerns. The
following are some examples of concerns at the Public Protection location.

* Separation of duties is not established between the processing of activity and the
acceptance of funds. The individual serving as cashier also has processing
responsibilities for certain types of licenses. Additionally, the cashier has access
to activity reports that allow for the monitoring of revenues collected.

Currently, there is only one Public Protection emploves with access to perfoem
the cashier function. No backup has been trained 1o serve in this staff member’s
absence and staff have not been instructed how to proceed in such an instance,

¥

Recommendutions

Appropriate Inspection, Permits and Licenses personnel should take corrective

action to address the concerns noted.  Specific recommendations include the following.

All funds should be maintained in a secure location and access should be limited to
authorized individuals,

ﬁusits should be submitted timely, Timeliness should consider applicable policics
proceduras, as well as, the ability to hold funds in a secure environment.

Ideally, Public Protection should not be responsible for the funds for four other
departments.  Each department should be responsible for the deposit of its funds.
However, due to the logistics and the location, assigning custody to one department
may be the most economical way to process activity. If this is the case, then
additional compensating controls, such as documentation of transfers and chain of
custody of funds, shnch? be implemented,

Custody should be documented any time funds are transferred from one individual to
another. This can be accomplished through the use of signature ¢ verification logs,

Public Protection should reconcile their support documentation, such as cash receipts
and other transaction documentation, to determine accurate deposit totals,

Public Protection should take the opportunity to evaluate the appropriateness of the
miscellaneous fees, including the amounts charged. The basis for the fees should be
properly documented.

A major component of any reporting system is proper reconciliation and monitoring,
It is imperative that administrative staff review the information on a repular basis,
This includes ensuring that all receipt logs are monitored so that there are no gaps in
sequential numbers, along with verification of receipts to the revenue records and,
ultimately, 1o the financial statements. In order to promote proper segregation of
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dutics, an administrator independent of the actual processing of activity should
perform this function.

# The use of the former City permitting system should help enhance revenue
management. Several intemal controls are inherent in the system and activity reports
should be more useful for monitoring and reconciliation purposes.

* Public Protection sheuld ensure proper separation of duties in the process of
accepting funds and preparing finds for deposit. The following concepts should be
incorporated into the policies and procedures.

* Employees should not have the ability to both receive funds and view the activity
reports {(e.g.. Current Drawer Totals),

¥ The cashier and an independent saff member (e, supervisor) should verify
funds at the close of the shift.

¥ The cashier and verifier should complete a deposit verification form, including the
depasit amount, date, and both their signatures.

¥ The cashier should lock the funds in a secure bag, and release the bap to the
dﬁigﬁated individual for transport to IPL's administrative office. Only the
cashier and individual receiving funds at the IPL office should have kevs to this
hag.

Depart ctions, Permits and License B S

Immediately upon merging with the Public Protection office we made many of
these same observations and began taking steps to alter the existing policies, dﬁu_:(:&dumﬁ
and processes to change what we realized were weaknesses. A spare cashier drawer that
was set up for use at the IPL 617 W, Jefferson Street office was immediately transferred
to 810 Barret Avenue and assigned for Public Protection use, This cashier drawer was
kept in a locked file cabinet located in a room with restricted locks, which was the most
secured area of the existing office space. The cashier was immediately trained on the
former City of Louisville mainframe cashier system and she maimntained the only keys to
the room as well as to the file cabinet.

The deposit process was also immediately changed. Public Protection ceased
taking deposits from other unrelated departments and we began making daily deposits.
The cashier prepared the deposit and secured it in a locked moneybag. The moneybag
was transported daily by the day shift ABC Investigator who signed a receipt for it and
did not have a key to the locked moneybag. He then delivered the monevbag to [PL 617
W. Jefferson Street to the depositor who had the only other monevbag kev. She then
reconciled the deposit and delivered it to the Department of Finance. The deposit receipt
and moneybag was then returned to Public Protection empty the next day during that
day's deposit ransfer. That process has now evolved even more since we have moved to
810 Barret Avenue, We now have a cashier, two backups and a depositor and backup.
The cashier, who is the only cashier and does not accept revenue for transactions
processed herself. prepares the deposit. Tt is then reconciled by owr depositor and
transported by the day shift ABC Investigator, whe signs a reccipt for it and takes it
directly to the Department of Finance. The empty moneyvbag, receipt from finance and
the deposit report, which prints at the cashier station at 617 W Jefferson Street, are then
returned to the cashier and depositor at 810 Barret Avenve. All transactions are
conducted on the mainframe cashier / depositor svstem and are reviewed by the License
& Permits Coordinator. There are both manual and awtomated checks and balances, the
information is reviewed regularly and there arc clear separation of duties in the process of
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accepting funds and preparing funds for deposit. In addition, no miscellaneous fees are
arbitranly being charped without documentation, as they were before.
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General Administration

Scope

Key Public Protection personnel were interviewed in order o review the
operational and fiscal administration of licensing, alcohol beverage enforcement and
asgociated activity. This included the processing and records manapement associated
licensing and ment. The focus was on the overall management of license and
enforcement duties administered by the Public Protection Division.

Twenty-one licensee and vielation files were judgmentally selected from the
period of March 1, 2001 through December 31, 2002, The review consisted of
examining required processing forms, records management system files, fees due,
revenue receipts and financial system staterents to deternune the completencss,
aceuracy, timeliness and appropriateness of activity processed. While some weaknesses
were associated with specific activities, the following concerns were noted that applied to
the general administration of Public Protection Division activities,

(hservarions

There were some problems noted with the administeation of licensing and related
activity. As a result, the internal control structure iz weakened and its effectiveness
impaired. Examples of problems include the following.

* Files do not adequately document the pavment of fees and fines. Licensess are
required by ordinance to pay license fees upon application and renewal of licenses.
Records of license pavments were not routinely present in the files, thus the deposit
and posting of license fees could not be verified to deposits.

= The current computerized databases used to record licensee information do not
include all applicants, only approvals. Also, other types of information are not
recorded (e.4., amount paid, receipt number, employer names, license number, date of
last wpdate), This weakens the usefulness of these records as reference and
monitoring tools. Efficiency may also be hampered since hardeopy files may have 1o
be used instead of a computerized query

s  The Public Protection Division issues 14-day temporary licenses to escort and adult
entertainment employees. However, the 14-day temporary license is not authorized
by the applicable ordinances.

* Requirements prohibit applicants who have been convicted of various felonies or
crimes of moral turpitude from obtaining certain licenses. Public Protection staff
perform background checks using Jefferson County Police records.  However, the
only have access to records dating to the year 2000, making a thorough c}wci
impossible.

# The only background check performed for charitable solicitors is done by
using the Jefferson County Police records, which cuts off at the wear 2000,
The applicants are not required to supply a background check from Jefferson
County or the City of Louisville.
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# The armed security licensing office uses the Jefferson County Police records
dating to the year 2000 for background checks. The applicant is required to
submit a complete background cheek from the City of Louisville, but not
Jefferson County.

# The escort and adult entertainment licensing offices use the Jefferson County
Police records dating to the year 2000 for temporary background checks, The
licensees are required to provide complete backpground checks, from hoth
Jefferson County and the City of Louisville within 14 days.

= Public Protection does not provide detailed desk procedures for staff performing
assigned tasks. This may lead to inconsistencies in administration and management
of activities,

Recompnendations

Appropriste Inspection, Permits and Licenses personnel should take corrective
action to address the concerns noted. Specific recommendations include the following,

* Information contained in files, both computer and hardcopy, should be adequate 1o
address routine reference needs.  This includes specific licensee [ business
information, along with payvment documentation.

= As previously moted, the implementation of the Inspections, Permits and Licenscs
permitting system should improve the usefulness and efficiency of computerized
records management.

* All applicable policies and procedures should adhere to required guidelines (e.g.
ordinances, etc.). In cases where changes are determined to be needed, applicable
ordinances and policies should be amended to reflect the updated regulations.

*  Management should ensure that the necessary levels of criminal / background checks
are completed for the appropriate time period in accordance with documented
requirements

*  Wrillen policies and procedures for the public protection activity processing should
be developed and updated periodically. These should correspond with and
supplement applicable State statute, local ordinance and general Standard Operating
Frocedures. This documentation should be distibuted to all applicable personnel.
This manual should include sufficient detail for each job duty performed, copies of
forms used and policies followed in the process. In addition, training of key
personnel will help ensure consisient adherence 1o the requirements.

Department o, rians, Permits and License B e

With the change from the former county svsiems to the former City of Louisville
mainframe systems and upon completion of the first vear's renewals, all files will include
adequate documentation o reflect pavment of all fees and fines. This is being done now
on a case-by-case basis, but will not include all files until one renewal year evele is
completed, The mainframe system will also include afl licenses information for both
applicants and approvals.

Upon discovery of the issuance of unauthorized temporary licenses, that activity
was immediately stopped, No licenses or permits will be issued unless done so in
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